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Technology is always improving. With this, finding 
creative ways to operate in a digital world is cru-
cial. One of the many great tools that have 
helped companies streamline their processes and 
move to a paperless environment is the use of 
digital signatures. A digital signature is like having 
an electronic fingerprint.  It was created to se-
curely associate a signer with a document by hav-
ing a mathemati-
cal technique 
used to validate 
the authenticity 
and integrity of a 
message, soft-
ware or digital 
document. Most 
use this form of 
signature to hin-
der the tamper-
ing of digital 
communications 
and also as a 
way to provide 
additional assur-
ances of the 
identity of the 
signer as well as 
the origin of the 
document.  

Digital signatures are based on public key cryp-
tography, also known as asymmetric cryptog-
raphy that uses a certain type of encryption to 
ensure the authentication. Most email programs 
support the use of digital signatures which makes 
it easy to sign and receive signed documents se-
curely. There have been many benefits to using 
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digital signatures, such as reducing cost by mov-
ing towards a paperless process; allowing cus-
tomers the option of doing business on line; and 
reducing the time for documents to get pro-
cessed, in return speeding up transactions. It 
also holds the same weight as an actual signed 
paper document. In 2000, the federal govern-
ment passed the Electronic Signatures in Glob-

al and Interna-
tional Com-
merce Act which 
basically stated 
that electronic 
signatures were 
just as valid as 
their paper 
equivalent and 
has the same 
legal validity. In 
2010, both 
Houses of Con-
gress passed a 
resolution at the 
request of indus-
try leaders, rec-
ognizing June 30 
as "National 
ESIGN Day”. 

We all know that sometimes there are some 
drawbacks in moving into a more digital era, 
however, digital signatures have proven to be a 
plus for many. Being able to track, authenticate 
and validate signatures has allowed businesses 
to continue to serve their external and internal 
customers more efficiently without sacrificing 
security. 



 

Securing Your Web Browser 
Chrome, Mozilla, Internet Explorer and Safari are almost al-
ways preinstalled on our devices. They are our go-to browsers 

when surfing the Net. But did you know that the web browser 
that comes with the operating system on your device is almost 
always not configured to be secure? Like so many things digital, 
securing your web browser is an absolute must and here’s 

why. 

Most devices nowadays come with software already installed 
but with no security settings. Not having proper security 
measures can lead to a host of issues, including spyware being 

downloaded on your device without you knowing, to malware 
and the possibility of having a hacker taking control of your 
device. There has been a huge increase of software attacks that 
expose vulnerabilities in web browsers. Many of these attacks 

take place through the use of compromised websites. Often-
times, web page addresses can be disguised or take you to un-
expected sites and unfortunately, we have the tendency to 
click on links without considering the risks.  Also, many users 

do not know how to configure their web browsers securely 
which opens the door to more potential issues. But there are 
some easy things you can do to keep you and your devices 
safe: 

 
 
 
 

 
 

 
 
 

 
 
 
 

 Review your browser’s privacy and security settings 

and make sure you are comfortable with the settings  

 Always be sure to install and use antivirus software 
 Use extreme caution when opening email attachments  
 Keep your browser up to date 
 Keep plugins up to date 

 
These are all things you’ve been told before, but it’s always  
worth repeating for safety’s sake. Your web browser is

your primary connection to the Internet; however  

no browser is fool-proof.  Take time to review your  
Security settings on your web browser and to ensure  
you’re  protected. 
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