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Ransomware Gangs

One of the most dangerous cybersecurity threats is ransomware. Ransomware is software
that locks down data by encrypting it and cannot be unlocked until a ransom is paid. Ransomware has been around for a while but the strategies in which criminals use them have
progressed and experts believe they are getting worse. Ransomware gangs have sprung up
all over the world withing the last couple of years. Their demands have become more egregious and they are moving to not only target the financial sector but also manufacturing and
government entities.
Ransomware gangs are groups of cybercriminals. Some experts compare them to somewhat of a cartel style run type of organization. They give themselves names and build alliances with other criminal entities. Some of the most notorious ransomware gangs are Maze
Group, Ragnar Locker and REvil. They have made major headline news recently with attacks
they have launched against corporations. But like every gang they understand there is
strength in numbers and actively recruit new members on a regular basis. They use the
dark web to post their hiring announcements with detail job descriptions along with salary
or payment structure. Emboldened by their successes, ransomware gangs don’t hide their
intentions, and this has many cybersecurity experts extremely alarmed.
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should take extremely seriously and ensure that
all measures are taken to prevent such an attack by:
·
·
·
·
·
·

Looking for signs of suspicious emails and
trains all employees on how to recognize
suspicious emails.
Making sure your antivirus software is up to
date and running.
Have a plan for how to respond to a ransomware attack, and test it, and then test it
again!
Know and understand what's connected to
your network.
Make sure software patches are always up
to date.
Create an effective backup strategy.

Ransomware gangs no longer bluff about releasing sensitive data if their demands are not met.
They continue to create new ways to increase
pressure against their victims to ensure their
attacks are successful and lead to more profits.
Because of this, these types of attacks will only
increase. Ransomware gangs are evolving and
operating as legitimate entities therefore, all
organizations should make prevention against
these types of cyber-crimes a priority.
The theory is these ransomware gangs are seeking
victims who cannot afford to have significant down
time, thus making the likelihood for them to pay up
very high. They also have changed tactics by stealing
the sensitive data before they encrypt it. The cybercriminals realized they needed leverage because
backups made it too easy not to pay. If the victim
does not pay the cybercriminal will use the data as a
bargaining chip and threaten to release the information if they do not get their demands met. This
essentially is extortion. But victims not only have to
worry about the sensitive data released, they also
have to worry about the implications of it that could
lead to privacy laws being broken and being out of
compliance with regulators and more recently even
violating US sanction laws.
The impact of ransomware has been heightened
since the beginning of the coronavirus pandemic.
According to Bitdefender’s recent mid-year report
titled “Threat Landscape Report 2020”; they found
ransomware attacks increased by 715% over the past
12 months. Phishing and ransomware usually work
hand in hand such that a failed phishing attempt is
typically the gateway to a successful ransomware
attack. Ransomware is something that everyone

Sources:
https://www.forbes.com/sites/simonchandler/2020/10/06/revilransomware-gang-offers-1-million-as-part-of-recruitment-drive/#54ff52a87bab
https://krebsonsecurity.com/2020/07/ransomware-gangs-dont-need-pr-help/
https://www.bankinfosecurity.com/ransomware-more-gangs-threaten-victimsdata-leaking-a-14883
https://searchsecurity.techtarget.com/news/252489230/Maze-ransomwaregang-uses-VMs-to-evade-detection

Man-in-the Middle
Attack

There are several types of MitM attacks to be aware of:
IP Spoofing– By spoofing an IP address, an attacker
can trick the user into thinking he is interacting with a
legitimate website or person, and ultimately getting the
user to divulge sensitive information.
Email Hijacking-Cybercriminals sometimes target email
accounts of banks and other financial institutions. The
attackers can spoof the bank’s email address and send
their own instructions to customers. This convinces the
customer to follow the attacker’s instructions rather
than the bank’s. As a result, an unsuspecting customer
may end up putting money in the attackers’ hands.

Currently, there are any number of cyberattacks waiting
to be launched by bad actors. Some are new, and some
have been around for some time, like the man-in-the
middle attack. Since the early eighties, computer scientists have been trying to find ways to prevent this ominous attack.
A man-in-the-middle (MitM) attack involves a cybercriminal intercepting communication. It requires three parties: the victim, the entity the victim is trying to communicate with and the man-in-the middle. In this type
of attack, the hacker secretly eavesdrops or modifies
traffic traveling between the parties. Unbeknownst to
the victim, the attacker will amend or manipulate traffic
by interfering with legitimate networks or creating fake
networks that the attacker controls. For example, a
victim receives an email from their bank that looks legitimate. The email may contain a request asking the victim to log into their bank account to verify contact information. Using the link contained in the email, the victim
clicks on it and is then directed to a website that is a
mirror image of the bank’s website. At that point, the
victim completes the task requested by the “bank.” In
this scenario, the man in the middle (MitM) sent the
email to the victim and created a bank website that
looked legitimate, and ultimately, successfully fooling
the victim into handing over his credentials to a cybercriminal. In order for an attacker to complete their MitM
attack, they need access to the victim’s computer, using
some degree of phishing. In addition to access, the
attacker also targets unsecured or poorly secured Wi-Fi
routers. These types of connections are generally found
in public areas with free Wi-Fi hotspots. Attackers can
scan the router looking for specific vulnerabilities such
as a weak password. Once they are able to infiltrate the
router, they deploy tools to intercept and read the victim’s transmitted data, capturing login credentials,
banking information, and other personal data.

Wi-Fi Eavesdropping- Cybercriminals can set up Wi-Fi
connections with very legitimate sounding names, similar to a nearby business. Once a user connects to the
fake Wi-Fi, the attacker will be able to monitor the user’s online activity and be able to intercept login credentials, payment card information, and other personal
data.
DNS Spoofing-Cybercriminals use domain name server,
or DNS, spoofing which is a technique that forces a
user to a fake website rather than the real one the user
intends to visit. Their goal is to divert traffic from the
real site or capture user login credentials.
The good news is there are some ways to help protect
and possibly prevent MitM attacks:
·

Make sure “HTTPS” — with the S — is always in the
URL bar of the websites you visit.

·

Be wary of potential phishing emails from attackers
asking you to update your password or any other
login credentials. Instead of clicking on the link
provided in the email, manually type the website
address into your browser.

·

Never connect to public Wi-Fi routers directly. Use a
VPN when in a public setting. A VPN encrypts your
internet connection on public hotspots to protect
the private data you send and receive while using
public Wi-Fi.

·

Make sure your home Wi-Fi network is secure. Update all of the default usernames and passwords
on your home router and all connected devices to
strong, unique passwords.
Sources:
https://us.norton.com/internetsecurity-wifi-what-is-a-man-in-the-middleattack.html?inid=nortoncom_nav_internetsecurity-wifi-what-is-a-man-in-the-middleattack_homepage:home
https://www.csoonline.com/article/3340117/what-is-a-man-in-the-middle-attack-howmitm-attacks-work-and-how-to-prevent-them.html

